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Ghost gun, bottom; commercially manufactured firearm, top

The firearm on the bottom was created from an 80% lower. It was machined into a fully functional firearm
using basic hand tools and easy-to-follow instructions. Comparison with a commercially produced firearm
(top) demonstrates the level of refinement that can be achieved with a personally made firearm.

PUBLISHED BY THE NATIONAL POLICE FOUNDATION, ARLINGTON, VA.

TRAVIS TANIGUCHI, PHD
KATHERINE HOOGESTEYN, PHD
EIRYN RENOUARD

DEAN ESSERMAN, JD

RECOMMENDED CITATION:

Taniguchi, T., Hoogesteyn, K., Renouard, E., & Esserman, D. (2021). The Proliferation of Ghost Guns:
Regulation Gaps and Challenges for Law Enforcement. National Police Foundation.




[

Table of Contents

INTRODUCTION 1
BACKGROUND 1
GHOST GUNS IN THE MEDIA 5
GHOST GUN REGULATIONS 6

FEDERAL FIREARMS REGULATIONS 6

STATE-LEVEL RESPONSES TO GHOST GUNS 7
ATF RESPONSE TO GHOST GUNS 9
KNOWLEDGE GAPS 9
METHODS 1
RESULTS 12
THE CONTEXT OF GHOST GUN RECOVERIES 17
HOW ARE LEAS TRACKING GHOST GUNS? 18
HOW ARE LEAS PROCESSING RECOVERED GHOST GUNS? 19
HOW ARE LEAS RAISING OFFICER AWARENESS OF GHOST GUNS? 20
ATF AND EXTERNAL COLLABORATIONS 22
DISCUSSION 24
LIMITATIONS AND AVENUES FOR FUTURE RESEARCH 25
IMPLICATIONS FOR RESEARCH 25
IMPLICATIONS FOR PRACTICE 26
RECOMMENDATIONS 28
REFERENCES 31
CONFLICT OF INTEREST DISCLOSURE 34

NATIONAL POLICE FOUNDATION POLICEFOUNDATION.ORG



https://www.policefoundation.org/

REGULATION GAPS AND CHALLENGES FOR LAW ENFORCEMENT

Introduction

In recent years, ghost guns (also known as privately made or unserialized firearms) have become a significant
concern to law enforcement and public safety. The term “ghost gun” encompasses a variety of firearms
produced from components that are not currently regulated by federal firearm laws. Most commonly, ghost
guns are produced from components purchased (generally online) from businesses and individuals that
most often include nearly finished aluminum or polymer frames or receivers (also known as 80% lowers or
80% build kits)." These components and kits are specifically designed and marketed to be converted into

fully functional firearms using only basic hand tools (Wintemute, 2021).

Three less common approaches to producing ghost guns exist. First, recent advancements in at-home
3D-printing technology have allowed people to produce fully functional firearms with plans that are readily
available online (Jacobs & Haberman, 2017). Second, computer-numerically-controlled (or CNC) milling
machines can be used to transform metal blanks into firearm receivers. Although this has been possible
with traditional CNC mills, recent developments have produced lower-cost, at-home mills specifically for
manufacturing AR-15 receivers. Finally, liquid resin

casting kits, which include reusable molds and high

ADVANCES IN GHOST GUN
PARTS AND KITS FACILITATE
HOME MADE PRODUCTION
Historically,  technical  barriers to  firearms OF FIREARMS BY NON-
manufacturing meant that doing so was relatively TECHNICAL USERS

strength polymer, have been developed to produce
AR-15 lowers at home.

rare and its impact on public safety and firearm-

related violence was low. However, recent advances

in ghost gun production have reduced the barrier-to-entry and made home production of fully functional
firearms a feasible task for less technical users (Zezima, 2018). The unlicensed production, and unregulated
nature the core components parts used to build ghost guns, makes it impossible to know how many
untraceable functional firearms are created every day. The gun lobby likens the at-home production of ghost
guns to other hobbies, such as building a car (Zezima, 2018). Public safety and gun violence prevention
advocates cite the growing representation of ghost guns in crime as well as the ease of production, lack
of background checks, and poor traceability as reasons that ghost guns components and kits should be
regulated like all other firearms. The sizable commercial market for ghost gun components and kits (Exhibit

1) and proliferation of operable ghost guns has made it difficult for law enforcement agencies (LEAs) to

1 The term “80% kit” is frequently used to describe privately made firearms, but is not meant to convey an
objective assessment of the degree of completion that “kits” may obtain before ATF considers them “firearms.”
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enforce firearm laws, trace unserialized firearms found at crime scenes, and track people who have used

them in crimes.

Existing academic research on ghost guns has tended to focus on the legal and regulatory framework that
may influence ghost gun kit and component manufacturing and sale. Media coverage, on the other hand,

has largely described the use of ghost guns in events such as mass shootings or use by extremist groups.

Exhibit 1. Number of Companies Selling Ghost Gun Components, by State

Note: Number of Sellers Offering the Building Blocks for Ghost Guns in 2020. Data Source: Everytown for Gun Safety, 2021.

For example, the Santa Clarita Saugus High School shooter reportedly used a ghost gun to kill two students
and wound three others (Stephens, 2019b). In 2020, the Oakland shooter connected to the far-right wing
Boogaloo Movement, ambushed law enforcement officers with an AR-15 from a ghost gun kit (Beer, 2020).
Despite increasing data on ghost guns used in crime, vigorous debate over ghost gun regulations, and
growing media coverage and national interest, there has been little research to understand how LEAs are
responding to the proliferation of ghost guns or to the full extent of the impact ghost guns have had on
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public safety. In this study, we addressed current knowledge gaps in regard to LEAs' experience with ghost
guns to provide a national overview of current perceptions, practices, and recommendations for improving

public policy.

Interviews with command, patrol, forensics, and specialized units [e.g., Crime Gun Intelligence Centers
(CGICs), Firearms Examination Units (FEUs)] from 24 LEAs revealed that agencies’ level of awareness and
planning for ghost guns grew as their rate of recoveries increased. Recoveries were more prevalent in
high-population cities, such as Los Angeles, Philadelphia, and New York, while small to mid-sized cities,
such as Spokane, Wichita, and Madison, recovered fewer. Participants believed that stricter gun laws in
California and East Coast states contributed to the proliferation of ghost guns in those areas compared to
the Midwest, where the barriers to purchase for those who legally cannot, such as those who committed

crimes and prohibited individuals, are less significant.

Participants from several LEAs in states with strict gun laws reported that ghost guns were primarily
recovered from individuals prohibited from possessing firearms. Reliable information about ghost guns use
in crime and firearm-related injuries was inconsistently collected and reported across LEAs. Whilst several
agencies described collaboration with local agencies and the Bureau of Alcohol, Tobacco, Firearms, and
Explosives (ATF), most agencies had not taken formal steps to track these data. Inconsistencies around the
procedures to collect and report these data make it difficult to estimate the national prevalence of crime-
involved ghost guns. Moreover, LEAs noted the need for national identification and reporting standards.

Several officials indicated that they believed it likely that not all ghost guns had been correctly identified.

Policy recommendations based on this research include halting the proliferation of ghost guns through
regulating the production and sale of ghost gun components and kits by updating the outdated definition
of firearm. Recommendations for improvements on the process of tracking and reporting ghost gun data,

training, within-agency information sharing, and research are also discussed.
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Background

4

Ghost guns refer to a wide range of homemade or improvised firearms that do not have serial numbers.
Most prominent in current public discourse are ghost guns made from 80% kits or via 3D printing. These
components are often called 80% kits because they contain an unassembled set of the components of a
functioning firearm, generally lower receivers with an unmachined fire-control cavity area and no holes or
dents for the selector, trigger, or hammer pins (ATF 2020; Fletcher, 2020). The nearly complete frames and
receivers included in the kits, or sold separately, are the core component parts that are key to building a
ghost gun. The framework for regulating these unassembled components is currently under revision and
subject to ongoing litigation. Under ATF's current interpretation of federal law, the incomplete nature of
component parts means that they do not meet the definition of a firearm (Allen, 2019). Purchasers of these
incomplete receivers complete basic machining to make the frame or receiver operable, acquire additional
required components, and assemble all the components to finish the firearm. However, when components
are combined and sold as a kit (typically including an unfinished receiver, slide, barrel, and other mechanical

assemblies), they may be considered a firearm for regulation purposes.?

From a public safety perspective, ghost guns pose three challenges. First, because the components are sold
unassembled and require some additional milling to be assembled, the components have been interpreted
by the ATF to not meet the legal definition of a firearm.® Because of this, purchasers are not required to
undergo a background check. Second, and because they are not treated as firearm sales, sales of ghost gun
kits are not dealer sales records recorded. Finally, because they are not considered firearms at the time of
sale, the manufacturer is not required to affix markings typically required by law, including a serial number
and name of the manufacturer, of a fully functional firearm. The lack of serial number makes it difficult for

LEAs to reliably track and investigate ghost guns that have been recovered in crime.

Depending on state-specific laws, a serial number may be required at the time the purchaser goes on to

register the completed firearm, but it is unclear to what extent purchasers follow through with registration

2 In December 2020, CNN reported that federal agents conducted a raid of manufacturer Polymer80 as part of an
investigation centered on the company’s “Buy Build Shoot” kit. https://www.cnn.com/2020/12/11/us/atf-raid-
ghost-gun-manufacturer-invs/index.html

3 In May 2021, the ATF published proposed rule 2021R-05. The proposed rule explains that when a partially
complete frame or receiver parts kit has reached a stage in manufacture where it may readily be completed,
assembled, converted, or restored to a functional state, it is a “frame or receiver” that must be marked. Weapon
parts kits with partially complete frames or receivers and containing the necessary parts such that they may
readily be completed, assembled, converted, or restored to expel a projectile by the action of an explosive are
“firearms” for which each frame or receiver of the weapon would need to be marked. If and when this proposed
rule becomes final and assuming it does not change before it is published, the definition of “firearm” may be
modified and ghost guns would be subject to this new definition.
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or serializing the firearm. For example, California’s 2018 ghost gun legislation* required all self-assembled
firearms to be engraved with a unique serial number from the California Department of Justice. Violation
of this legislation resulted in punishment of six to 12 months of imprisonment or a fine of up to 1,000
USD. However, recent sources estimate that almost half of the guns recovered by ATF in Los Angeles are
unserialized ghost guns (Hitt, 2020), calling into question the effectiveness of ghost gun regulations that
depend on purchasers’ own motivation to follow through with serialization, especially when punishment
remains at a misdemeanor level (Beyer, 2014; Doherty, 2021).

Regulation of firearms produced through commercially available 3D printers using computer-assisted design
(CAD) blueprints that are shared or sold online, can be even more complex. 3D-printed firearms made from
metal started appearing in 2013, however, most are still made entirely from plastic, which makes them
undetectable by metal detectors (Beyer, 2014). Efforts to regulate the distribution of 3D-printed firearm CAD
files has been challenging. Producers have argued that the distribution of these files is a form of protected
speech. Jurisdiction over these CAD files has moved from the Department of State to the Commerce
Department, and while the Commerce Department has articulated guidance to limit the proliferation of the
CAD files, the distribution of CAD files that facilitate the production of firearms remains unclear.

Law enforcement recovery of ghost guns have been reported across the country, but media coverage has
predominantly focused on Washington, DC, California, and New York, possibly because these jurisdictions
have ghost gun regulations and therefore have greater experience with recognizing ghost gun recoveries
by LEAs. In particular, California has seen a considerable number of crime-involved ghost guns (e.g., Allyn,
2021; Andone, 2019; Blankstein & Siemaszko, 2017; Engel, 2013). Nearly 30% of all guns recovered by
ATF agents in California were unserialized (Stephens, 2019a). Additionally, cities throughout California have
seen significant increases in ghost gun recoveries in recent years. San Diego saw a 940% increase in
recoveries from 2017 to 2018. During the same time frame, Oceanside saw a 280% increase, and San
Jose saw a 51% increase (Stephens, 2019a). On the East Coast, Syracuse reported a 30% increase in ghost
gun recoveries between July 2019 and July 2020 (Baker, 2020). Washington, D.C.’s Metropolitan Police
Department reported a 360% increase in recoveries between 2018 and 2019 (Gomez, 2020). The Baltimore
Police Department reported a 334% increase in recoveries between 2019 and 2020 (Gaskill, 2021). Other
agencies have provided recovery information by year, or for several years. Philadelphia Police Department
recovered 118 ghost guns in 2019, Prince George’s County (MD) Police Department recovered 63 in 2019,
and Montgomery County (MD) Police Department recovered more than 70 in 2020 (Grimshaw, 2021).

4 Cal. Penal Code § 29180(b)(1), id. 8 29180(b)(2)(A).
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GHOST GUN REGULATIONS

Federal and state legislation around the control of ghost gun components and kits are rapidly evolving;
changes at both state and federal levels were implemented just during the time this research was being
conducted. In this section, we provide an overview of legislation implemented to regulate different aspects
of ghost guns. We note that a comprehensive legal analysis was outside the scope of this work and
recommend other sources for a more thorough discussion of state and federal regulations (for example,

see Everytown for Gun Safety, 2021).

FEDERAL FIREARMS REGULATIONS

Federal firearms regulations have not fully caught up to the public safety risk created by ghost guns. The
Gun Control Act of 1968 regulates interstate firearm commerce of Title | firearms.® Under the Gun Control
Act, persons engaged in the business of manufacturing, importing, or dealing firearms must obtain a
license from ATF. The Gun Control Act was amended by the Brady Handgun Violence Prevention Act and
mandates federal background checks for firearms purchased from licensed firearms dealers. Although
strongly debated, some legal scholars, such as Beyer (2014) have argued that, because neither Act mentions
firearms made for personal use, it can be assumed that assembling a firearm at home for personal use

would not be subject to either Act.

Two other statues are generally also interpreted as regulating ghost guns. The National Firearms Act (NFA)
defines and regulates Title Il firearms® regardless of intended use or assembly method. Title Il firearms must
be registered with the National Firearms Registration
and Transfer Record.” Although the NFA does not

FEDERAL FIREA RMS specifically mention ghost guns, personally made
REGULA TIONS HAVE NOT firearms that meet the Title Il definition of a firearm
CAUGHT UP TO THE PUBLIC are regulated and must be registered. Additionally,
SAFETY RISI( CREATED BY the Undetectable Firearms Act, extended in 2013,

requires firearms to contain sufficient metal that, after

GHOST GUNS

the removal of grips, stocks, and magazines, can be

5 Defined as (1) any weapon, including a starter gun, which will or is designed to or may readily be converted to
expel a projectile by the action of an explosive; (2) the frame or receiver of any such weapon; (3) any firearm
muffler or firearm silencer; or (4) any destructive device.

6 Defined as (1) a shotgun having a barrel or barrels of less than 18 inches in length; (2) a weapon made from a
shotgun if such weapon as modified has an overall length of less than 26 inches or a barrel or barrels of less
than 18 inches in length; (3) a rifle having a barrel or barrels of less than 16 inches in length; (4) a weapon made
from a rifle if such weapon as modified has an overall length of less than 26 inches or a barrel or barrels of less
than 16 inches in length; (5) any other weapon, as defined in subsection (e); (6) a machinegun; (7) any silencer;
and (8) a destructive device.

7 Registration includes the firearm'’s identification, date of registration, and owner information.
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picked up by a metal detector.? Thus, ghost guns made without sufficient metallic content, most likely

produced with 3D printing, would be illegal regardless of how it was made.

Within existing case law, courts have rejected Second Amendment challenges of certain firearm regulations
where adequate alternatives remain for law-abiding citizens to acquire a firearm or ammunition for self-
defense and the challenged regulation was sufficiently related to a substantial government interest.® A
federal appellate case held that there was no constitutional right to owning an unserialized gun.'® As the
U.S. Court of Appeals for the Third Circuit observed in upholding the federal prohibition on possession
of firearms with obliterated serial numbers, “[blecause the presence of a serial number does not impair
the use or functioning of a weapon in any way, the burden on [an individual’s] ability to defend himself is
arguably de minimis.... [A] person is just as capable of defending himself with a marked firearm as with
an unmarked firearm.”" Moreover, “[flirearms without

serial numbers are of particular value to those engaged

in illicit activity because the absence of serial numbers THE LA NDSCA PE OF GHOST
helps shield recovered firearms and their possessors GUN LEGISLATION AT THE
from identification.”'? STATE LEVEL IS COMPLEX

AND RAPIDLY EVOLVING

STATE-LEVEL RESPONSES TO GHOST
GUNS

The landscape of ghost gun legislation at the state level is complex and rapidly evolving. Ten states have
enacted legislation to regulate at least some aspects of ghost guns: California (2016), Connecticut (2019),
Hawaii (2020), Massachusetts (2019),"® Nevada (2021),"* New Jersey (2018), New York (2019),"® Rhode
Island (2020), Virginia (2004),'® and Washington (2019)."”

8 18 U.S.C. 8 922(p)(1)(A)
See, e.g., Pena v. Lindley, 898 F.3d 969, 978-79 (9th Cir. 2018), cert. denied, 141 S. Ct. 108 (2020); Jackson v.
City & Cty. of S.F,, 746 F.3d 953, 968 (9th Cir. 2014).

10 United States v. Marzzarella, 614 F.3d 85 (3d Cir. 2010).

11 Marzzarella, 614 F.3d at 94.

12 Id. at 98-99; see also Pena, 898 F.3d at 982, 985-96 (rejecting Second Amendment challenge to California law
imposing a microstamping requirement on new firearms; holding that “preserving the ability of law enforcement
to conduct serial number tracing—effectuated by limiting the ability of untraceable firearms—constitutes a
substantial or important interest” (quoting id. at 98)).

13 According to MA Gen L ch 140 § 131n (2019). https:/law.justia.com/codes/massachusetts/2019/part-i/title-xx/
chapter-140/section-131n/

14 Assembly Bill 286 (https://www.leg.state.nv.us/App/NELIS/REL/81st2021/Bill/7778/0Overview), effective January
01, 2022.

15 A proposed expansion of the New York law was pending at the time of publication.

16 Virginia's Legislative Information Session (https:/lis.virginia.gov/cgi-bin/legp604.
exe?041 +ful+ CHAP0995&041 +ful+CHAP0995)

17 https://giffords.org/lawcenter/gun-laws/policy-areas/hardware-ammunition/ghost-guns/
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California, Connecticut, New Jersey, New York, Rhode Island, and Washington prohibit the manufacturing
of undetectable firearms, requiring that the major components of firearms be detectable with a metal

detector. Virginia and Massachusetts regulate possession of these undetectable firearms.

California, Connecticut, and New Jersey require that ghost guns be registered and marked with a serial
number. Hawaii'® and New Jersey banned unlicensed manufacturers from purchasing or assembling
ghost guns; Connecticut requires ghost guns to be serialized. The District of Columbia passed emergency
legislation in March 2020 banning the sale of unassembled ghost guns kits and components, or the building
of a functional firearm from these parts within the District (Hermann, 2020). Rhode Island recently passed
broad legislation stating: “No person shall manufacture, sell, offer to sell, transfer, purchase, possess,
or have under his or her control a ghost gun or an undetectable firearm or any firearm produced by a

3D-printing process.”"®

In June 2021, New York State Senate and Assembly passed two additional bills to further regulate ghost
guns. They would prohibit the possession and sale of unfinished frames and receivers by unlicensed
individuals, as well as criminalize the sale of ghost guns and require gunsmiths to register and serialize ghost
guns that they assemble. At the time of publication, these bills await the Governor’s signature.? Effective
in January 2022, and subject to ongoing legal challenges, Nevada's Assembly Bill 286 would prohibit “a
person from possessing, purchasing, transporting or receiving an unfinished frame or receiver...” that has

not been given a serial number.

Despite the implementation of these regulations, and

RESEARCH HAS BEEN the public safety implications, there is little research
HAMPERED BY THE LA C[( exploring the ability of state legislation to effectively
OF DATA ON GHOST GUN regulate the production and ownership of ghost guns

(Beyer, 2014; Doherty, 2021). Compliance with these

KIT AND COMPONENT registration requirements appears low and, in California
PRODUCTION/ SALES for example, no charges have been brought against
AND REGISTRA TIONS, those that have failed to register.

AND RECOVERIES BY LAW
ENFORCEMENT AGENCIES

Two issues have limited the ability to determine the
effectiveness of state-level ghost gun regulatory efforts.
First, research has been hampered by the lack of data
on ghost gun kit and component production, sales and registrations, and recoveries by LEAs. Systematically

exploring the impact of legislation will be impossible until more reliable information is available. Second,

18 Legislation passed in Hawaii in 2020 required that any existing ghost guns be serialized
19 R.l. Gen. Laws & 11-47-8
20 NY State Senate bills S13A and S14A. https://www.nysenate.gov/legislation/bills/2021/S14
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many state-level laws fail to address all issues associated with ghost gun production and manufacture. For
example, California requires that ghost guns bear a unique serial number but the law regulating the sale of
ghost gun precursor parts does not go into effect until July 2022.

ATF RESPONSE TO THE UNREGULATED AND
GHOST GUNS UNTRACEABLE NATURE OF
In August 2020, San Jose, Chicago, Syracuse, GHOST GUNS, COUPLED WITH
and Columbia—with the help of Everytown RAPIDLY GROWING RA TES
for Gun Safety—filed a lawsuit against the

Justice Department and ATF to “stop the OF RECO VERY’ MAY POSE
proliferation of what are advertised as easy-to- SIGNIFICANT CHALLENGES
assemble guns that require no serial numbers TO AGENCIES’ ABILITY TO
or background checks” (Associated Press, IDEN TIFY, TRA CI(, PROCESS,

2020). The lawsuit called for the ATF to expand
the definition of firearms to include core

AND INVESTIGATE GHOST GUNS

components of firearms, therefore requiring

sellers engaged in the business to be licensed

and for there to be background checks and serial numbers with any sale. The four cities and Everytown
cited concern for public safety risks, increasing gun crime, and firearm trafficking as the primary motivators
behind the lawsuit (Everytown Law, 2020). On April 7, 2021, President Joe Biden announced that within
30 days, the Justice Department would issue a proposed rule to stop the proliferation of ghost guns. On
May 7, 2021, ATF responded and proposed regulations to update outdated firearms definitions that will
require manufacturers and retailers to become licensed and follow applicable regulations, including the
requirement to run background checks before selling an 80% kit and require manufacturers to assign
each kit a serial number on their frame or receiver (Zapotosky, 2021). The proposed rule achieves this by
clarifying the regulatory definition of firearm to include nearly complete frames or receivers that are either
designed to be part of a functioning firearm or could easily be turned into one (Everytown for Gun Safety,
2021). If adopted, the rules would require dealers and gunsmiths (licensees) to apply a serial number to
ghost guns. Licenses would be required to update their acquisition entries with information marked on the
ghost guns.

KNOWLEDGE GAPS

Public awareness about the risk posed by ghost guns is growing. However, there are considerable gaps
in knowledge about the proliferation of ghost guns and how LEAs address the growing presence of
crime-involved ghost guns. The unregulated and untraceable nature of ghost guns, coupled with rapidly
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growing rates of recovery, may pose significant challenges to agencies’ ability to appropriately identify,
track, process, and investigate ghost guns. Moreover, whilst the nature of ghost guns renders LEAs usual
methods for handling firearms less effective, currently there exists little training and guidance for collecting,
tracking, and reporting ghost guns and their data. There is also little insight into if and how agencies are
communicating with each other regarding ghost guns, and how the tracking and reporting processes
and gaps differ from region to region and state to state. In this study, we addressed current knowledge
gaps regarding LEAs’ experience with ghost guns to provide a national overview of current perceptions,

practices, and recommendations for improving public policy.

10
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Methods

NPF conducted interviews with command staff, officers from patrol divisions, members of specialized
units (e.g., CGICs, Firearms Examination Units, Gun Violence Task Forces), and forensics staff from 24
agencies to understand how different types of agencies, and staff with varying roles within agencies, have
experienced and addressed the issue of ghost guns. Agencies were intentionally varied by geographic
region, agency type, agency size, and experience with ghost guns recoveries and crime-involved ghost

guns. Interviews took place between February and July 2021.

All interviews were conducted online via video conference by one main interviewer and assisted by a
notetaker. Interviews were structured and followed a schedule with pre-determined queries regarding the
agencies’ level of awareness regarding ghost guns, number of recoveries and in connection to what sort of
events had (if any) tracking and processing procedures in place, policies specific to the handling of ghost

guns, etc.
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Results

All the agencies and staff interviewed except two reported encountering at least one ghost gun since
they began tracking their recoveries. Most agencies began tracking ghost gun recoveries between 2016-
2020, while one agency reported their first ghost gun recovery as early as 2015. Agencies that reported
higher levels of ghost gun recoveries were primarily located in California and the East Coast. LEAs in other
regions tended to report fewer ghost gun recoveries (Exhibit 2). Most agencies that have tracked ghost gun

recoveries over time (Exhibit 3) show a significant increase in recoveries year after year (Exhibit 4).

Exhibit 2. Cumulative Ghost Gun Recoveries of Participating Agencies, by Population Served

Note: Ghost gun recovery period varies by agencies, date ranges can be found in Exhibit 3. Data on agency population served from the
Bureau of Justice Statistics’ Law Enforcement Agency Roster.

High-population cities, such as Los Angeles, Philadelphia, and New York have seen more ghost gun
recoveries, while small to mid-sized cities, such as Spokane, Wichita, and Madison, saw fewer (Exhibit
3). A Wichita Police Department participant explained, “In any kind of new technology being used by the
criminal element, the Midwest is always behind.” Notably, several agency representatives believed ghost
guns to be less prevalent where the acquisition of traditionally manufactured firearms was easier or less
restrictive for those who have committed crimes and prohibited individuals; a forensic examiner from the

Cincinnati Police Department stated:

12
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ghost guns.

By contrast, the state of California, which has more
restrictive gun laws, has experienced a higher volume
of ghost gun recoveries and crime-involved ghost guns.
Oakland Police Department’s Chief Armstrong stated,
“We are beginning to see them more frequently, and
have even heard from community members that ghost

guns are being sold openly in the community.”

For LEAs that have recovered ghost guns, nearly all
had been assembled using nearly complete frames/
receivers. Interviewees reported that Polymer80 was
the most common brand of ghost guns identified; it
was specifically named in all interviews with agencies

that had made at least one recovery. Interviewees

There is no market for them here. We had a mass shooting a couple of years
ago, and the guy that committed it had purchased the gun two weeks prior
on a local website. We have such a proliferation of firearms in the area that
we don’t have experience with [ghost guns] used in crimes. [There are] well
over 20-gun stores in Cincinnati area... | think that’s why we are behind on

INTERVIEWEES REPORTED
THAT POLYMERS8O WAS THE
MOST COMMON BRAND OF
GHOST GUNS IDENTIFIED;,
IT WAS SPECIFICALLY
NAMED IN ALL INTERVIEWS
WITH AGENCIES THAT

HAD MADE AT LEAST ONE

RECOVERY.

identified other brands including James Madison Tactical and Strike Industries. According to the interviews,

most recovered ghost guns were modeled after Glocks, 1911s, or SIG Sauer. LEAs reported between 70-

100% of their ghost gun recoveries to consist of handguns (as opposed to long guns). No LEAs reported

having routine recovery of 3D-printed ghost guns; only a few, including San Jose and New York City Police

Departments, described encountering them.

Exhibit 3. Ghost Gun Recoveries, Year of First Recovery, and Type of Ghost Gun Recovery, by

Participating Agencies?'

YEAR OF NUMBER

FULLTIME FIRST OF GHOST

SWORN POPULATION GHOST GUN GUNS PERCENT
AGENCY STAFFING SERVED RECOVERY RECOVERED HANDGUN'
Los Angeles County Sheriff's Office 9,565 1,111,939 2019 2?2703? of
San Diego Police Department 1,764 1,368,690 2016 590asof g,

7/2021
21 All ghost gun component and kit manufacturer names were provided by agency participants. Research staff did

not identify or prompt respondents with specific manufacturer names.
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YEAR OF NUMBER
FULLTIME FIRST OF GHOST
SWORN POPULATION GHOST GUN GUNS PERCENT
AGENCY STAFFING SERVED RECOVERY RECOVERED HANDGUN'
Metropolitan Police Department (DC) 3,809 658,893 2017 2?2502? of 92
Philadelphia Police Department 6,584 1,559,062 2018 2?2202? of  g5.87
Prince George’s County Police 339 as of
Department 1,551 685,191 2017 5/2021 97
; ; 311 as of
Chicago Police Department 13,160 2,724,121 2016 100
5/2021
New York City Police Department 36,563 8,473,938 2018 2?2402: of 75
Las Vegas Metropolitan Police 140 as of
Department 3,115 1,530,899 2018 3/2021 100
. 100+ as of
San Jose Police Department 1,150 1,009,679 2015 12/2019 70
. 50+ as of
Pasadena Police Department 222 140,373 2016 75-80
5/2021
. 43 as of
Oakland Police Department? 740 409,994 2020 76
6/2021
. . 30 as of
Wilmington Police Department 267 71,713 2018 100
4/2021
Newark Police Department 1,187 279,110 2019 26asof 459
P ’ ’ 6/2021
. 13 as of
Portland Police Department 889 615,672 2020 100
6/2021
. . 13 as of
Milwaukee Police Department 1,850 600,374 2018 100
6/2021
. 11 as of
Atlanta Police Department 1,600 454,363 2017 6/2021 91
. 4 as of
Spokane Police Department 332 211,025 2020 3/2021 75
L . 4 as of
Miami Police Department 1,298 1,195,232 2019 6/2021 75
Cincinnati Police Department 1,024 297,671 2018 3 as of 100
! ! 5/2021
. . 2 as of
Richmond Police Department 734 216,747 2020 3/2021 100
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YEAR OF NUMBER
FULLTIME FIRST OF GHOST
SWORN POPULATION GHOST GUN GUNS PERCENT
AGENCY STAFFING SERVED RECOVERY RECOVERED HANDGUN'
- . 2 as of
Wichita Police Department 649 387,493 2020 6/2021 100
Madison Police Department 501 245,788 2020 1as of 100
P ’ 5/2021
Indianapolis Police Department 2,121 858,238 N/A 0 =
Seattle Police Department 1,416 663,410 N/A 03 =

Note: Ghost gun recoveries as reported by LEAs. Number of sworn officers retrieved from FBI's 2019 Uniform Crime Report data. [1]
Percent handgun reports agency estimate for percent of ghost gun recoveries that were handguns versus long guns, rounded to nearest
whole percent. Agencies occasionally presented a range of values due to limited or incomplete tracking. [2] Oakland Police Department
began tracking ghost gun recoveries in 2020. [3] Since the interview was conducted, ghost guns have been recovered by Seattle Police
Department.

Exhibit 4. Recovery Counts, by Year

AGENCY 2016 2017 2018 2019 2020 2021

Los Angeles County Sheriff's Office - - - NT 576 221 as of 2/2021
Philadelphia Police Department - - 17 95 250 70 as of 3/2021
Prince George’s County Police Department - 4 17 50 176 92 as of 5/2021
San Diego Police Department NT NT 53 77 210 250 as of 7/2021
Chicago Police Department 2 10 21 72 139 67 as of 5/2021
New York City Police Department 18 43 137 86 as of 5/2021
Metropolitan Police Department (DC) - 3 25 116 306 115 as of 3/2021
Portland Police Department - - - - 2 11 as of 6/2021
Milwaukee Police Department - - NT NT 8 5 as of 6/2021
Atlanta Police Department - NT NT 6 2 1 as of 6/2021
Newark Police Department - - - 5 7 14 as of 6/2021
Richmond Police Department - - - - 2 0 as of 3/2021
Wichita Police Department - - - - 1 1 as of 6/2021
Madison Police Department - - - - 1 0 as of 6/2021

Note: NT = Not tracked. The following departments did not have yearly data available at the time of the interview: San Jose PD, Pasadena
PD, Las Vegas Metropolitan PD, Oakland PD, Wilmington PD, Spokane PD, Miami PD, Cincinnati PD. Indianapolis PD and Seattle PD
had not reported any discoveries. Los Angeles County SD, Portland PD, Milwaukee PD, [1] SDPD had not collected 2021 numbers yet.
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Prince George's County Police Department reported the most experience with 3D-printed ghost guns (seven
recoveries as of mid-2021); staff believed them to be a serious emerging problem. According to a Prince
George's County Police Department’s forensic firearm examiner, they had encountered 3D-printed items
in two primary forms: pistol frames (receivers), which are fitted with additional parts to make functioning
semiautomatic pistols, and selector switches for Glock and Glock-style pistols (see Exhibit ). The examiner
further noted that examiners in Washington, DC had also received 3D-printed firearms and an information

sharing agreement has been established to address this problem.

Exhibit 5. Glock-style 3D-Printed Receiver

Note: Image provided by Prince George’s County (MD) Police Department

When asked if they considered ghost guns to be a serious concern, LEAs with a higher number of recoveries
tended to consider them a growing concern compared to agencies with less exposure. For example, after
the Saugus High School shooting in 2019, Los Angeles and San Jose Police Departments began taking
ghost guns very seriously. The Pasadena Police Department began considering ghost guns as a serious
concern in the Summer of 2020 when “recovering ghost guns started to be almost a daily occurrence.”
By contrast, due to their small number of recoveries, the Richmond Police Department saw ghost guns
as a serious concern “in theory but not in practice”, although they acknowledged that they could see the
issue growing more serious as the awareness of ghost guns increased among gun traffickers. The growing
concerns LEAs reported corresponds with the escalation in ghost gun recoveries some agencies are
experiencing. Recoveries by the Philadelphia Police Department, for example, increased by 163% between
2019 and 2020. Even LEAs with fewer recoveries are also seeing a significant increase. The number of
ghost gun recoveries in 2021 by the Portland and Newark Police Departments have already surpassed their
total numbers for 2020 (Exhibit 4).
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However, most LEAs, including those with a higher number of recoveries, noted that ghost gun prevalence
was still small relative to the number of traditionally manufactured firearms that agencies recover. Several
LEAs mentioned that the increase in gun-related crimes that began in 2020, and is continuing through
2021, was their primary public safety concern. This suggests a significant opportunity to address an
existing public safety issue and prevent a dramatic increase in ghost guns share of illegal guns. A few LEAs
reported acting in conjunction with state legislatures to support the regulation of ghost guns. For example,
in 2018, the Seattle Police Department provided testimony for a legislation seeking to limit untraceable guns
by preventing companies from selling plans online that could be used to print plastic guns on home 3D
printers. Seattle Police Department Chief Diaz noted that, despite not having recovered any ghost guns,?
they wanted to stay on top of the issue. Oakland Police Department Chief Armstrong also reported working

with state officials to advance legislation aimed at curbing the proliferation of ghost guns.

Unfortunately, there was little systematic knowledge about the circumstances that resulted in ghost gun
recoveries. Agencies, especially those with fewer ghost gun recoveries, often did not record this level of
detail in a systematic format. Based on their personal observations, many participants believed that ghost
guns were primarily recovered from car/pedestrian stops and search warrants. In Los Angeles County,
handguns were more commonly recovered during traffic or pedestrian stops; long guns were more
commonly recovered from search warrants. Some noted that patrol officers were the primary source of
ghost gun recoveries. For example, a patrol commander from the San Diego Police Department estimated
that 30% of his officers had recovered at least one ghost gun. A commander from the Philadelphia Police
Department estimated that all of the officers under his command had recovered multiple ghost guns. Of the
agencies studied, a few reported ghost gun recoveries in connection to violent crimes such as aggravated
assault. Although national estimates are difficult to develop, the Department of Justice indicates that,

nationwide, 325 homicides, or attempted homicides, had been linked with privately made firearms.?

Some agencies noted connections between ghost guns and crime, with ghost guns being recovered
in connection with gang activity and domestic violence cases. In New York, Philadelphia, and San Jose
Police Departments, ghost guns are primarily being recovered from individuals who are prohibited from
possessing firearms. In that vein, several LEAs believed that ghost guns were more likely to be acquired by
individuals who were prohibited from accessing firearms through legitimate means. For DC’s Metropolitan
Police Department, individuals found with ghost guns were most often charged with carrying a pistol

without a license.

22 https://www.atg.wa.gov/news/news-releases/attorney-general-ferguson-s-bill-ban-3d-printed-ghost-guns-
passes-legislature
23 https://www.justice.gov/opa/pr/justice-department-proposes-new-regulation-update-firearm-definitions
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Few agencies had conducted investigations into ghost guns. Several participants indicated that the inability
to track ghost guns has made it difficult to conduct investigations. For example, when asked about any
particularly notorious crimes ghost guns have been recovered from, an officer from Prince George County’s

Police Department stated that:

Unfortunately we’ve recovered so many it’s hard to even say which ghost
guns were used in what, and what makes it harder is that when you start to
trace those guns you can’t trace them back to a person or a gun shop, so that
kind of significantly hampers our investigations.

In general, investigations have focused on individual offenses involving ghost guns or the recovery of
ghost guns, but not on the ghost gun itself. Coordinated efforts to produce fully functional firearms from
ghost gun parts (sometimes referred to as ghost gun trafficking rings) have been identified as a public
safety issue. Nevertheless, LEAs reported few efforts to systematically locate and disrupt illegal ghost gun

manufacturing operations.

The success of these limited efforts has often been minimal. One notable exception is the New York City
Police Department (NYPD), who reported taking a proactive approach to ghost gun manufacturing and
possession. The NYPD worked with the District Attorney’s Office to subpoena shipping information from
ghost gun kit manufacturers and compared it to lists of people that were ineligible to purchase or possess
a firearm. If individuals that were ineligible to purchase or possess a firearm were found to have purchased

a kit, additional investigation was undertaken.

Agencies expressed variability in perceived importance of tracking ghost gun recoveries. Agencies with more
exposure to ghost guns often developed additional data capture procedures to better track their prevalence.
Strategies included creating specific structured information fields related to ghost gun (i.e., such as specific
labeling options in ballistic imaging systems) and developing reporting mechanisms to keep command staff
informed of ghost gun recoveries. In the San Diego Police Department, an agency that reported ghost guns
to be a serious growing concern, the gun desk started issuing unique identifiers to all recovered ghost guns
to facilitate internal tracking and information sharing with their local ATF representatives. Most agencies
report ghost gun recoveries to the ATF, either through their National Integrated Ballistics Information
Network (NIBIN) and e-trace systems or communication with their local representative. However, several
agencies that did have significant experience with ghost guns also indicated that, although they tracked
ghost gun recoveries, they did not treat them differently from other firearms. Similarly, agencies that
had little direct experience with ghost guns indicated that they would treat them in the same manner as
traditionally manufactured firearms. It is worth noting that even within-agencies information on ghost guns

was not always consistent; staff from various divisions within an agency (e.g., forensics and GCIC, patrol
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division and command staff) provided different ghost gun statistics (e.g., count of recoveries).

Aspects tracked by some agencies included: known information about the possessor, timeline (if NIBIN
lead is attached), place of recovery, known addresses related to people and places involved, and method of
assembly or production (e.g., hand tools such as drills versus machining). Forensic examiners consistently
reported capturing caliber, indications of branding, identifying information, or other markings. There was
some acknowledgement by a few agencies that ghost gun were likely being recorded incorrectly in their
laboratory information systems (LIMS) — most likely as a firearm with a defaced or obliterated serial number.
However, those agencies with more comprehensive tracking systems for ghost gun reported to distinguish

them from firearms with obliterated serial numbers.

Agencies with limited exposure to the recovery of ghost guns seldom had procedures designed to
specifically address process. Instead, they indicated that officers would process them in the same manner
as any other firearm. From the property rooms, ghost guns are taken into the forensics lab and checked
for fingerprints and DNA, test-fired, entered into ballistic imaging networks and/or e-trace (as indicated by
the ATF); markings or particulars about the firearm are noted in the examiners’ reports (e.g., if the ghost
gun has a Polymer80 lower receiver and Killer Innovations Velocity slide); casing correlations, as well as
operability and toolmark examinations are also conducted. Several agencies acknowledged the limitation
of lacking a serial number for tracing purposes but stated they would still process ghost guns as similarly
to regular firearms as possible. A few agencies mentioned taking extra safety steps when processing ghost
guns, especially ones that appear to have been put together with non-descript, aftermarket parts (e.g.,
barrels with no markings).

Some LEAs attributed their lack of specific policies for handling ghost guns to the limited number of
recoveries. For example, an Atlanta Police Department officer noted, “Flagging and tracing is a limitation
for agencies with small experience with ghost guns.” Nonetheless, agency representatives expressed
confidence in their existing internal communication strategies to stay on track of identifying potential ghost
gun recovery trends. The officer from the Atlanta Police Department further noted that officers can contact
firearm experts or forensic staff for guidance whenever they believe to have encountered a ghost gun,
asserting this system to be effective and efficient until more formal measures were needed.

Other LEAs expressed a need for standardized handling and recording policies. As a Deputy Inspector from

NYPD'’s Intelligence Bureau stated:
The [ghost guns] that the Intelligence Bureau recovers we know about,

but for other units my team goes through the gun arrest records of all five
Bureaus (total ghost gun recoveries are averaging to 17 a day). Most of these
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personally made firearms are tracked as defaced firearms, the team goes into
each case and looks at pictures then pulls out how many were Poly80s, etc.
and the team then does a companion case to check if these individuals came
up in the Intelligence Bureaus’ investigations [into ghost guns source], check
where the source could have been etc. We want to streamline [the process]
better because some days it can be time consuming and they’re also trying
to work cases at the same time as doing all this background work which ['ve
always felt we should have some sort of concrete plan in place to track them
and | understand before a couple of years ago it wasn't something prevalent,
but the prevalence is increasing.

Some agency respondents noted that the finishing quality of recovered ghost guns was often poor. Despite
the relatively low barriers to manufacturing, many recovered ghost guns still had manufacturing errors. A

participant from the Chicago Police Department described experience with recovered ghost guns:

One of the things we also see with a lot of the ghost guns that come in is that
people don’t have the right tools even though it’s very simple to manufacture
once you get home. The tools needed are pretty basic: vice, a drill, and tapping
hammer, maybe a couple of male punches. But other than that it’s pretty
Straightforward, but you’ll notice that the holes will be miss drilled or will be
obvious errors that you know are you know from a manufacturer but again,
the most notable characteristic is affected inside the serial number plate.

An officer from the Miami Police Department noted a similar trend: “The ones we've collected have been
put together very poorly, so | don't think the ‘know how’ in the criminal element is there yet.” The poor

manufacturing of recovered ghost guns raises issues related to safe handling by officers and forensic staff.

Level of awareness about ghost guns varied by agency and personnel. Many officers reported that they first
learned about ghost guns through news and popular media. Some forensic examiners mentioned learning
about ghost gun from attending conferences. LEAs that had substantial direct experience with ghost guns
were aware of the threat posed by limited regulations. Agencies that had little to no direct experience
with ghost guns expressed less immediate concerns, although most acknowledged that the issue had the
potential to become a serious problem. Nevertheless, all agencies reported that their command staff and/
or specialized forensics teams were at least familiar with ghost guns, and the risks posed by the largely
unregulated ability to easily manufacture firearms. In some LEAs, forensic staff directly reports to CGIC
units, anti-gun enforcement teams, and/or command staff either through routine check-ins or upon request

to keep up the awareness of ghost guns.
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Awareness of ghost guns among rank-and-file officers is generally less. Some agencies acknowledged that
their patrol officers would probably not know they were handling a ghost gun or know how to confirm it
was in fact a ghost gun, without consulting with forensic or specialized staff. To better inform their officers,
several LEAs, such as Milwaukee, Prince George County, New York City, Philadelphia, and Las Vegas
Metropolitan Police Department, developed ghost gun intelligence bulletins. For example, the intelligence
bulletin created by the Las Vegas Metropolitan Police Department included a detailed description of ghost
guns accompanied by images comparing ghost gun to regular firearms, the state of Nevada’'s laws on
the possession of ghost gun, legislation that targets ghost gun, including those from other states, and
guidelines on how to report incidents involving ghost gun. Moreover, Prince George County’s Police
Department included information about AR-15 mold ghost gun kits in the training materials (Exhibit 6)
developed by their FEU.

Besides describing 80% ghost guns, the Prince George's County Police Department, Metropolitan Police
Department (District of Columbia), and NYPD included information about 3D-printed ghost guns

Exhibit 6. Law Enforcement Briefing for an AR-15 Style Ghost Gun
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in bulletins. A few other agencies distributed an ATF-provided bulletin, which discussed the public
safety threat ghost guns pose, common terms for referring to ghost guns, and how to submit ghost
gun information on eTrace. LEAs with more exposure to ghost guns tended to be the ones that decided
to create and distribute intelligence bulletins. Agencies that had not experienced ghost guns recoveries

reported less effort to distribute training materials.

A small number of agencies have taken more extensive steps in developing greater awareness of ghost
guns. This included briefings and trainings for forensic personnel, investigators, specialized units, and patrol
officers. LEAs reported that efforts had been made to train officers on the identification and recording of
ghost guns. However, some participants indicated that, from a patrol perspective, the use or recovery
of ghost guns (versus commercially manufactured firearms) did not have much of an impact. More
comprehensive approaches have focused on producing guidance on what actions to take if a ghost gun
was recovered, best practices for recording/reporting ghost guns, and legal status and appropriate charges
for ghost gun possession or manufacture. For example, the NYPD developed a training program for their
field intelligence teams. Their plan was for each team to distribute the training to their facilities’ patrol

officers during rollcalls and for the academy to incorporate ghost gun training into standard curricula.

In the absence of a clearer and more consistent mandate to track, there is little reliable evidence about the
quantity of ghost guns being produced or their role in crime. Information sharing between agencies (at the
local level and between local and federal partners) is often accomplished through routine meetings and
informal information sharing. There have been few efforts to systematize the transfer of information from
local LEAs to federal partners. Despite these challenges, LEAs reported that the ATF played a critical role
in facilitating information sharing about the prevalence of ghost guns, through both formal and informal

communication among agency staff and ATF personnel.

Moreover, a majority of LEAs mentioned collaborating with the ATF in addressing their agencies’ ghost
gun recoveries. Besides alerts through NIBIN and e-trace systems, several agencies regularly consult with
their local ATF representatives and maintain open communication regarding ghost guns. Several LEAs
also mentioned working with their Federal Bureau of Investigation (FBI) and Drug Enforcement Agency
(DEA) partners. The Wilmington Police Department, for example, has formalized their ghost gun protocol to
include the ATF; whenever a forensic analyst processes a ghost gun, they email their assigned Task Force
Officer (TFO) with case details. The TFO then begins their investigation.

A few LEAs noted local information sharing efforts around ghost guns. Miami Police Department, for
example, regularly engages with Miami Gardens, Miami Dade County, and Fort Lauderdale police to discuss
firearm related trends. However, some LEAs expressed a desire for more national and/or regional efforts
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to inform officers about ghost guns, one officer from the San Diego Police Department stated: “Getting a
national effort together to deal with the [ghost gun] issue has been difficult since it is primarily located in
California, New York, and Chicago.” In that vein, some LEAs also expressed a wish to know more about
how other agencies, particularly those with higher volume of ghost gun recoveries, were handling the
issue. All LEAs reported that it would be wise to start preparing for a likely uptick in ghost gun involvement
in crime, as an officer from the Miami Police Department said, “We've only encountered four but [it] would
be good to get ahead of the curve.”
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Discussion

In cities across the country, LEAs are growing increasingly concerned about the threat that ghost guns pose
to the safety of their communities. This project explored the experience of two dozen LEAs with ghost guns;
dozens of interviews with law enforcement stakeholders explored issues of ghost gun prevalence, training
implementation and needs, and procedures and policies for tracking, tracing, and handling them. Twenty-
two out of the 24 LEAs included in this study had encountered at least one ghost gun in recent years.
Representatives from all agencies (even those without ghost gun recoveries) expressed growing concern

over the increasing use of ghost gun in firearm violence.

Ghost guns primarily take two forms: (1) 3D-printed

firearms, and (2) commercially produced components
LAW ENFORCEMENT and kits that require some machining to become
AGENCIES ARE GROWING a functional firearm. Although these different
INCREASINGLY CONCERNED approaches both result in ghost guns, the manufacture

ABOUT THE THREAT THAT and production of ghost gun through 80% kits and
GHOST GUNS POSE TO components is considerably wider than 3D printing. Full
THE SAFETY OF THEIR 3D printing of firearms still has technical challenges that

have not been fully addressed with consumer-grade
COMMUNITIES 3D printers. Advances in design and at-home printing
technology may eventually make 3D-printed firearms a
greater public safety concern, but at this time results
suggest that the overwhelming majority of ghost gun recoveries have been from commercially produced
components and kits. Despite media attention around 3D-printed firearms, the unregulated market of

commercially produced ghost gun kits and components is a far more salient concern for public safety.

Consistent with previous reports (Stephens, 2019a), the prevalence of ghost gun recoveries by LEAs show
a great deal of variance. Higher levels of recovery have been consistently found in California and larger East
Coast cities. The most likely explanation for this is that the legal purchase of traditional firearms in these
areas is more difficult than in other parts of the country. This suggests that the purchase of ghost guns may
represent an attempt to circumvent more restrictive purchase and possession requirements especially by
people that are ineligible or restricted from purchasing firearms. As awareness of ghost guns grows and the
advantages to those with criminal intent becomes more well-known, we should expect to see ghost guns

becoming a larger and larger share of the illegal guns being recovered in America.
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Reliable information about ghost guns use in crime and firearm-related injuries is inconsistently collected
and reported. Whilst several agencies described collaboration with local agencies and the ATF, most
agencies had not taken formal steps to track these data. Inconsistencies around the procedures to collect
and report these data make it difficult to estimate the national prevalence of crime-involved ghost guns. It
is likely that the true scope of the ghost gun problem is larger than currently estimated. Until more reliable
methods of training, identification, and recording are developed and implemented, knowledge about the

impact of ghost guns on public safety will remain incomplete.

LIMITATIONS AND AVENUES FOR FUTURE RESEARCH

Participating agencies were not selected at random and therefore agency-level data on the number of ghost
gun recoveries should not be used to produce national estimates. We note that agencies that participated
in this study tended to be municipal agencies and larger; sheriffs and smaller jurisdictions were under-
represented. Smaller LEAs in particular are likely to face even greater challenges in training officers in
proper recovery and identification procedures. More research is needed to understand how to support

these agencies.

IMPLICATIONS FOR THE OVERWHELMING
RESEARCH MAJORITY OF GHOST GUN
There is little information about characteristics of RECOVERIES HAVE BEEN
ghost guns or the purchasers of ghost guns. While FRONM CONMERCIALLY
it is clear that the market for ghost gun component PRODUCED COMPONENTS

parts and kits has exponentially grown over the recent
years, specific information on the production and AND KITS
distribution of component parts and kits is extremely

limited. It is unknown how many component parts or

kits are being produced, how many people are buying

kits and components, how many kits of components are purchased by individuals, or how and where they

are being distributed. However, as mentioned previously, ghost gun sellers are spread throughout the

country and online sellers are able to ship into any state where the product is legal. Most critically, there

is no reliable information about who purchases ghost gun kits and components. Although limited, there

exists some research on the purchasers of traditionally manufactured firearms; no parallel information

exists for purchasers of ghost guns. We do not know why people acquire ghost guns over traditionally
manufactured firearms. For example, we do not know if the acquisition of ghost guns is due to limited
availability of traditionally manufactured firearms (e.g., because of high demand leading to limited stock)

or if it is because the purchaser is unwilling, or ineligible, to go through the traditional firearm acquisition
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process. Clarifying the motivation of ghost gun purchasers may be useful for enhancing a coordinated

public safety strategy.

While some information about the sales and marketing of ghost gun components and kits can be gleaned
from a cursory review of the online market, a more principled and systematic market analysis is warranted.

Questions that could be addressed include:

What are the predominant distribution chains for ghost gun components and kits?
= Are more components and kits sold through physical retail stores or online?

= Are sales primarily through conventional online firearm retailers or dedicated ghost gun
component and kit retailers?

Do aspects of ghost gun components and kit marketing (such as highlighting the fact that
background checks are not required or the lack of a serial numbers) make them more attractive to
individuals who could not otherwise legally purchase a firearm?

Addressing these key questions would facilitate a better understanding of the commercial marketing for

ghost gun components and kits.

From a technical perspective, more research is needed to understand the unique challenges of tracing ghost
guns. This will be especially important for 3D-printed firearms. It is possible that the unique characteristics
of printers, print material, and CAD manufacturing files may create unique signatures that identify who, and
where, devices were created. Part of the challenge in tracking and understanding the impact of ghost guns
is the inconsistencies in identification and tracking. No research exists on the accuracy or consistency of
ghost gun identification by officers and forensic staff. Training and bulletins on identification strategies have
not been tested for effectiveness. Further research on the best way of training officers and forensic experts

on identifying ghost guns could improve the reliability of ghost gun recovery data.

The growing prevalence of ghost guns recovered by law enforcement signals the need to strengthen
how ghost gun kits and components are regulated and sold. As documented by others (e.g., Everytown
Research and Policy, 2020) the differences between ghost guns and fully functional firearms are very small.
Improvements in manufacturing have made ghost guns easier than ever to convert from kit to functional
firearm. With many kits, this can be accomplished with only minimal hand tools and no specialized machining
skills. In May 2021, the Justice Department proposed new rules that would require retailers of the partially
finished frame or receiver (whether sold independently or as part of a kit) to conduct background checks on
purchasers, require a serial number on frames or receivers currently used to build ghost guns, and require
that federally licensed firearms dealers add a serial number to any 3D-printed or other unserialized firearms

that they take into inventory. At the time of publication, these rules were undergoing public comment.
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Participants frequently noted the need for national identification and reporting standards. Several officials

from agencies indicated that they believed it likely that not all ghost guns had been correctly identified. There

is a need to develop agency- and officer-level guidance on identification and handling procedures for ghost

guns. Going forward, participants indicated that they would benefit from national standards for identifying,

tracking, processing, and reporting ghost guns. LEAs acknowledged that preparing for increased rates of

ghost gun recoveries would be wise. Standardizing ghost gun best-practices before recoveries become

more widespread would be particularly useful.

Participants reported an interest in learning about how
other agencies were handling ghost guns; some requested
that the research team connect participants to other agency
participants that had developed more comprehensive
plans. An open communication platform for staying up to
date on useful strategies other LEAs implement would also
be beneficial. Several participants indicated that periodic
reminders via intel bulletins and in-service training would
be useful to ensure officers recognize and track ghost guns
correctly. A convening of agencies and officers to share
this and other information and to provide training may be

particularly valuable.

FORENSIC STAFF
IDENTIFIED THE

NEED TO DEVELOP
BETTER TRAINING AND
PROCEDURES ON HOW
TO SAFELY HANDLE
GHOST GUNS

Interviews with LEA forensic staff identified the need to develop better training and procedures on how to

safely handle ghost guns. Several participants suggested that the handling procedures for ghost guns was

inconsistent within and between agencies. Forensic staff need clear guidance on identifying and recording

ghost gun. This should be conducted periodically with updates based on emerging trends.
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Based on more than 30 interviews with representatives from dozens of agencies, there were a number of

policy recommendations that emerged. The recommendations address stopping the proliferation of ghost

guns through regulating the people and companies engaged in the business of making and selling ghost

gun component parts through updating the outdated definition of firearm, and improving the processes for

state and local governments that come across ghost guns that are in the public domain.

THE SALE OF GHOST GUN KITS AND COMPONENTS SHOULD BE
REGULATED TO ENHANCE PUBLIC SAFETY.

LEAs indicated there was growing concern over the role of ghost guns in contributing to firearm
violence. Given the relatively low barrier to completing a functional firearm, the purchase of ghost
gun kits and core components should be subject to the same rules, regulations and checks as
traditionally manufactured firearms. Proposed regulations by the ATF (currently undergoing public
comment) would address this issue by implementing regulations covering components that can
readily be converted into firearm frames and receivers needed to assemble a functional firearm.

SERIAL NUMBERS AND IDENTIFIERS ON GHOST GUN KITS AND
COMPONENTS SHOULD BE REQUIRED BY LAW.

LEAs consistently reported the challenge created by the lack of serial numbers of ghost guns.
Proposed regulations by the ATF would require that kit and component manufacturers assign and
imprint serial numbers on parts that can readily be converted to a functional firearm.

A NATIONWIDE STANDARD FOR REPORTING THE PRODUCTION, SALE,
AND RECOVERY OF GHOST GUNS AT LOCAL, STATE, AND FEDERAL
LEVELS SHOULD BE CREATED.

Akey gap in understanding the impact of ghost guns is the lack of available data on their production,
sale, and recovery by LEAs. The inconsistency, and lack of nationally representative data, makes it
impossible to produce national estimates about the role of ghost guns in violent crime.

EX] Consistent with the procedures for recording of conventionally manufactured firearms,
ghost gun kit and component manufacturers should be required to record sales.

EE1 Wherever possible, granular information should be provided by agencies that will allow
generation of national- and sub-national estimates of ghost guns known to LEAs. Information
shared should include (1) reason for recovery, (2) location of recovery (3) type of firearm,
(4) kit or component manufacturer, (5) caliber, and (6) other characteristics that may be
informative for research or regulatory purposes.

EX] Deidentified data on ghost gun recoveries should be shared publicly by LEAs. Existing open
data portals can be leveraged to share critical information that is useful for public policy and
research purposes.
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ENHANCED TRAINING FOR LOCAL, STATE, AND FEDERAL OFFICERS
AND FORENSIC PERSONNEL IN IDENTIFYING AND RECORDING
INFORMATION ON GHOST GUN RECOVERIES SHOULD BE PROVIDED.

Currently, training and strategies for identifying ghost guns varies between agencies. Training
materials are developed by each agency and there is no consistency on methods of delivering
the training. In-service training should be available to help officers identify and properly respond
to ghost guns encountered in the field. Forensic staff should be given training on ghost gun
identification, tracking, and handling safety.

Comprehensive information about ghost gun types and brands, known vendors that sell parts
that can be used for ghost guns, and procedures for identifying and handling ghost guns, should
be provided more consistently to state and local law enforcement agencies and officers. This
information can be disseminated through existing channels such as Fusion Centers and Regional
Information Sharing Systems (RISS).

PROCESSES AND STRATEGIES TO FACILITATE WITH-IN AND BETWEEN-
AGENCY INFORMATION SHARING SHOULD BE ENCOURAGED AT LOCAL,
STATE, AND OTHER LEVELS.

There was considerable demand for examples, demonstrations, and technical architecture
for improved communication around ghost guns, and firearm violence more generally, within-
and between-agencies (e.g., between agency’s forensics and GCIC labs). This desire could be
supported through a number of strategies including the development and publication of reporting
best practices and organizing methods of regional information sharing.

TRAINING AND TECHNICAL ASSISTANCE AND TECHNOLOGY
ENHANCEMENTS TO FACILITATE THE IDENTIFICATION AND TRACKING
OF GHOST GUNS SHOULD BE PROVIDED TO STATE AND LOCAL LEAS.

Local LEAs have limited resources for officer training. Resources should be developed to provide
in-person and online training for identifying and tracking ghost guns. Front-line officers, who are
most likely to recover firearms, would particularly benefit from training on how to identify ghost
guns, including how to recognize the gun parts and machinery that enable the assembling of
a functioning ghost gun, brands and vendors to look out for, where a serial number should be
located, and how to differentiate between an unserialized and an obliterated firearm. Trainings
should include step-by-step guidance on how to handle a ghost gun post recovery, including
safety precautions (e.g., if a ghost gun is not assembled properly). Information on each agency’s
procedures for tagging, tracking, and communicating with the relevant staff (e.g., specialized
units, task force members, command staff, forensics), should also be covered in the training.
Moreover, a comprehensive training would include information on federal and state legislations,
circumstances appropriate for seizing a ghost gun, and the appropriate charges if an arrest is
warranted.

NATIONAL POLICE FOUNDATION POLICEFOUNDATION.ORG

)



https://www.policefoundation.org/

THE PROLIFERATION OF GHOST GUNS

RESEARCH TO ASSESS THE ACCURACY AND RELIABILITY OF OFFICER
FIELD IDENTIFICATIONS SHOULD BE SUPPORTED TO UNDERSTAND
THE PREVALENCE OF UNDER-REPORTING GHOST GUN INVOLVEMENT
IN CRIMES.

Several participants indicated that they believed recording of ghost guns was being undercounted
because of failure to identify, and distinguish them, from traditionally manufactured firearms.
Systematic evidence exploring the accuracy of ghost gun identification could be used to estimate
the prevalence of ghost gun underreporting among LEA official statistics.

RESEARCH TO INFORM UNDERSTANDING OF THE MOTIVATIONS TO
PURCHASE GHOST GUN SHOULD BE SUPPORTED TO BETTER INFORM
ADDITIONAL POLICYMAKING.

Our understanding of why people are purchasing ghost guns is relatively limited, though it
is plausible that the absence of background checks, the ease of access and rapid availability,
inability to trace the weapon, and cost factors are among the considerations. A more complete
understanding of the motivations for purchasing ghost gun kits and components would facilitate
better strategies to address the unique public safety concerns created by ghost guns and future
technological advancements.
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